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COrnAWEHWE OB OPTAHU3ALIVWK
WH®OPMALMWOHHOIrO OBMEHA MEXAOY
OAO «CO E3C» # FINGRID OYJ

AGREEMENT ON ARRANGEMENT OF DATA
EXCHANGE BETWEEN “SO UPS” JSC AND
FINGRID OYJ

Mockea — XenbcuHkuZ, 77.2013

Moscow — HelsinkiZZ_{(.2013

OTkpbiTO@ aKuuoHepHoe oGuecrBo
«CucreMHbIi oneparop Enunoii
3HepPreTH4eckoil CUcTeMbI», KMMeHyemoe B
pansHeiitem OAO «CO EJC», B nuue Mepsoro
3amecTuTens Npencenarens MpaenexHus
Hukonaa puropbesuya LLynbruHoBsa,
AeilcTBYIOLLEro Ha OCHOBaHWM [JOBEPEHHOCTU

xomnaHuu Ne 01-36 ot 19 anpens 2013 roaa, u

Fingrid Oyj, (B pAanbHelwem uvMeHyemas
Fingrid), B nuue wcnonHuTenbHOro AupekTopa
lOKku PyycyHeHa, AeiicTByiOlero Ha OCHOBaHWK
Ycraea koMnaHuu,

COBMECTHO AanbHefilem

«CTOpOHbI»,

VMeHyemble B

OCHOBbiBascb Ha MexcncTemHoM Aorosope no
TpaHCrpaHuyHbIM aMeKTPUYECKAM CBA3AM 400 kB
mexay Poccueit 1 ®uHnaHaneil ot 28 pekabps

2007 roaa (nanee — MeXcUCTEMHbI# AOTOBOP) U
CornalieHnn no akcnnyarauun TpaHcrpaHUyHbIX
anekTpudeckux cesiseit 400 kB mexay nc
BuiGoprekass (Poceust) — [C  IOnamkkans/Me
Kiomu (PunnsHaus) ot 11 gekabps 2009 roaa

(nanee — Cornalexve no aKkcnnyarauun),

3akniounnu HacTosllee CornatueHue 0

HiKecneaylowem:

“System Operator of the United Power
System” Joint Stock Company, hereinafter
referred to as “SO UPS” JSC, represented by
the First Deputy Chief Executive Officer Mr.
Nikolay G. Shulginov acting in accordance with
Power of attorney No. 01-36 of 19.04.2013, and

Fingrid Oyj, hereinafter referred to as Fingrid,
represented by the Executive Director Jukka
Ruusunen acting in accordance with the Charter
of the Company,

collectively referred to as the “Parties”

basing on the Intersystem Agreement on 400 kV
cross-border connections Russia - Finland of
December 28, 2007 (hereinafter referred to as
the “Intersystem Agreement”) and the Agreement
on operation of the 400 KV cross-border
connections between Vyborg substations
(Russia) and Yllik&la / Kymi substations (Finland)
of December 11, 2009 (hereinafter referred to as
the “Agreement on operation”),

have concluded the present Agreement on the
following:

NMPEOMET COMAILIEHUA

SUBJECT OF THE AGREEMENT

1.4,

Hacrosee CornalieHune perynupyet sonpockl
opraHu3auuu 1 OCyLLEeCTBNeHN MeXCUCTeMHOTo
oBMeHa TexHonoruyeckoil uHopMauvein mexay
HaUMoHamnbHLIMK  AUCNIETYEPCKUMI  LEHTPami
Fingid n ®unuana OAO «CO E3C» OAOY
Cesepo-3anana (manee — OfY) B oGbewe,
HeoBXoAMMOM ANs YnpasneHns pexvumMamu
paboThbl TPaHCTPaHNYHbIX ANEKTPUHECKIX cBaAseil
(nanee — MEeXCUCTEMHBIN OGMEH).

The present Agreement regulates the issues of
arrangement and realization of the intersystem
exchange of technological information between
the national dispatching centers of Fingrid and
the “SO UPS" JSC Branch North-West DO
(hereinafter referred to as “IDO”) in the volume
required for management of cross-border electric
connections operation modes (hereinafter
referred to as the “intersystem exchange”).

1.2.

MexcuctemHblii  oBmeH  uHdopmauueih B
peanbHoM MacluTaGe BpeMeHI BKNIOYaeT B cebn
obmeH TenenamepeHusmMm (TA) ]
TenecurHanamu (TC) (aanee - TenemeTpuyeckas
nHopmMaLws) m AucneT4yepcKo-
TeXHONorM4yeckyto TenedoHHYIo CBA3b.

The on-line intersystem exchange of information
covers the exchange of telemetric measurements
(TM) and telemetric signals (TS) (hereinafter
referred to as the “telemetric information”) and
the dispatching and technological telephone
communication.

1.3.

TepMuHbl ¥ MOHATWA,  WCMOnb3yemble B

The terms used in this Agreement shall be

e
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HacTosilyem CornaweHnd, NOHUMAaKTCA B TOM
3HayeHUW, B KAKOM OHW  TONKyloTCA U
ucnonbaywTcs B MexcucTeMHOM [oOroBope W
CornallueHun no aKkcnnyarauuu.

understood in the same meaning as in the
Intersystem Agreement and the Agreement on
Operation.

MOPAOQOK  OPFAHU3ALMWM  KAHANOB
CBA3W W OBMEHA TENEMETPUYECKOW
WH®OPMALUEN

PROCEDURE OF COMMUNICATION
CHANNELS ARRANGEMENT AND
TELEMETRIC INFORMATION EXCHANGE

2

O6meH TenemeTpu4eckoi
opraHusauus KaHanos
TEXHONOrMYECKON CBA3K
mexay:

WH(OopMauurein  u
LMCNETYepCKo-
ocyLlecTBnAeTcs

[Oucnetuepckum ueHTpom dunuanom OAO
«CO E3C» ony Cesepo-3anaja,
pacronoXeHHbIM no  agpecy  Poccuiickas
depepaumn, r. Cankr-NMetepbypr, np. Topesa,
4.31 (panee — AL OOY), n

naBHbIM UeHTpoM ynpaeneHus Fingrid,
pacnonoXeHHbIM No  agpecy PuHNAHACKaA
Pecny6nuka, r. XenbcuHku, JlakkcensaHtve 21
(nanee — 'Yy Fingrid).

The exchange of telemetric information and
arrangement of dispatching and technological
communication channels arrangement is made
between

the “SO UPS” JSC Branch North-West IDO
Dispatching center located on 31 Thorez av.,
St. Petersburg, Russian Federation (hereinafter
referred to as the “IDO DC”) and

Fingrid Main Grid Control Center located on
21 Lakkisepantie, Helsinki, Republic of Finland
(hereinafter referred to as the “Fingrid MGCC”).

2.2

MexXcucTeMHbIRA obmeH
vHdpopmMaumei "

TenemMeTpu4ecKoit
AucneTyepcko-

TexHonoruyeckas TenedoHHan ceasb (Aanee —

MEXCUCTEMHbI obmeH uHdopmaumeir)
OCYLLECTBNSIETCH NO CXeme, NpUBeAEeHHOW B
Mpunoxenuy 1 k HacToswemy CornalueHuio.

The intersystem exchange of telemetric
information and the dispatching and technological
telephone communication (hereinafter referred to
as the “intersystem information exchange”) is
made as per the scheme given in Annex 1
hereto.

23.

B TeyeHue cpoka [OelcTBUS  HACTOALLEro
CornalueHnus MEXCUCTEMHbIN obmeH
uHcbopmaumein ocyujectenaetcs CTopoHamu €
cobnioaeHrem cnepyroLux OCHOBHbIX
TpeboBaHWiA:

AN MEXCUCTEMHOro obmeHa UHdopmauvei
CTopoHbl ~ ofecneyusaloT  opraHusauulo  u
yHKUMOHUPOBaHKE OBYX He3aBUCUMbIX
NPOCTPaHCTBEHHO Pa3HECEHHbIX KaHanos CBA3N,

KOMMOHEHTb! CXEMbI MEXCUCTEMHOrO
obmeHa nHdopmaumel OOMKHbI 6bITb
3ape3epBUpPOBaHbI;

oOMeH TenemeTpuyeckoi uHdopmaumren
pomxeH ocywectsnatecs  Mexay SCADA-
cuctemamn LY Fingrid w AU OOY Ges
NPOMEXYTOMHOW 00paboTku Ha  yCTpoWcTBax
TeneMexaHuku,

KaHanbl  [WCMNEeTYEepPCKO-TEXHOMOTNYECKOW
TenegOoHHON CBA3U AOMKHbI ObiTb OPraHu3oBaHb!
mexay ATC TUY Fingrid v AU OfOY 6Ges
NPOMEXYTOMHON KOMMYyTaLmu Ha ATC CTOPOHHWX

Within the validity period of this Agreement the
intersystem information exchange is made by the
Parties according to the following principal
requirements:

for the intersystem information exchange the
Parties provide arrangement and functioning of
two independent spatially spaced communication
channels;

the intersystem information exchange
scheme components should be reserved,

telemetric information exchange should be
made between Fingrid MGCC and IDO DC
SCADA-systems without intermediate processing
on telemetric devices;

the dispatching and technological telephone
communication channels should be arranged
between Fingrid MGCC PABX and the IDO DC
PABX without intermediate commutation at PABX
of other organizations;



opraHu3auuii;

kaHanbl cessu mexay LY Fingrid v QU
OflY He p[OMXHbl WMMETb BbLIXOAOB B CeTb
WHTepHeT u/wnu Ha TenedoHHbIe ceTu obLyero
NONb30BaHUS;

nponyckHasi cnocobHOCTb KaXAoro kaHana
CBSi3W JomkHa obecneuymsBarb He MeHee [BYyX
COeAVHUTENbHLIX nuHWiA  mexay ATC  ans
AMCNETHEPCKO-TEXHOMOINYECKO  TenedoHHO
cBs3 UM ogHoro kaHana wmexagy SCADA-
cuctemamu ansa  obMeHa TenemeTpUYeckKoi
vHpopMaLmen;

TexHonoruyeckas  TenedoHHan
AOMXHa obecneunBaTbCA no KaHanam
AMCNETYEPCKO-TEXHOMOrNYEeCko  TenedOHHOM
cBa3n. Harpyska Ha coeAuWHWUTENbHbIE MUHWA CO
CTOPOHbI TEXHoNoru4yeckux aboHEHTOB AOMKHa
ObiTb CTpOro pernameHTuposaHa CTopoHamK
Ans obecneveHus BO3MOXHOCTH
NONHOAOCTYNHOI ANCNETYEPCKON CBA3N.

CBA3b

communication channels between Fingrid
MGCC and IDO DC should not have access to
the Internet and/or to the Public Switched
Telephone Network;

each communication channel capacity
should provide not less than two connections
between the PABX for dispatching and
technological telephone communication and one
channel between SCADA-systems for telemetric
information exchange;

technological telephone communication
should be provided via the dispatching and
technological telephone communication
channels. The technological subscribers’ traffic
on the connection lines should be strictly
regulated by the Parties in order to provide fully

accessible dispatching communication.

2.4.

M3ameHeHne CxeMbl MexcucTemHoro obmeHa
wHcopmaumeil, B TOM  uYucne  3ameHa
(MogepHu3auusi) obopyaoBaHua TenemexaHwuku
[ CBA3N, nocpeacTeoM KOTOpOro
ocyLlecTBnNsAeTcs MEXCUCTEMHBbIIA obmeH
uHdopmaumei, ocyLiecTBnsaeTcs no
cornacosaHwio Mexay Fingrid v OOY npu
ycnosun cobniogeHus CtopoHamu TpeboBaHuii,
npeaycMOTREHHbIX n. 23 HacTosALlero
CornawieHus.

Intersystem information exchange scheme
modification including replacement
(modernization) of the telemechanics and
communication  equipment  providing the
intersystem information exchange is made upon
coordination between Fingrid and the IDO given
that the Parties observe the requirements
stipulated in item 2.3 hereof.

2.5.

PelueHue BONPOCOB OpraHU3aLyi kaHarnoe CBA3v
B cooTtBeTcTBMM C n.n.2.1-2.3 HacTosiwero
CornalleHus (Bknovas 3aknioyeHue LOoroBopos
apeHabl KkaHanos CBA3W C  HaLMOHambHbIMU
oneparopamu CBA3U, nx onnara) 7]
nocnepywlliee obecneyeHre
YHKUMOHWPOBAHNA KaHanos CBA3N
OCYLUECTBNAETCS:

OlY - [0  poCCUACKO-PUHMAHACKON
roCyAapCTBEHHOW rpaHuulbl N0 TeppuTopuu
Poccuiickon depepauunu;

Fingrid - [0  (hUHNAHACKO-POCCUACKON
rocyfapcTBeHHOW rpaHuubl No  TeppuTopuu
dunnsaHackoit Pecnybnuku.

Solution of problems of the communication
channels arrangement in accordance with items
2.1 — 2.3 hereof (including conclusion of the
communication channels rental agreements with
national communication operators, their payment)
and further provision of the communication
channels functioning is made by:

IDO - up to the Russian-Finnish state
border along the territory of the Russian
Federation;,

Fingrid — up to the Finnish-Russian state
border along the territory of the Republic of
Finland.

OBMEH TENEMETPUYECKOW
WHO®OPMALIUEN

TELEMETRIC INFORMATION EXCHANGE

3.1.

'Y Fingrid u [l OIY BssaumHo
COrNacoBbLIBAOT W B Cryyae HeoGXoavuMOCTU

Fingrid MGCC and IDO DC mutually coordinate
and in case of a necessity make corrections in
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KOPPEKTUPYIOT MEepevyHn TOYEeK WU3MEepeHus W
cocTaB TeneMmeTpuU4ecKoit uHchopmaLmm
(Mpunoxenns 2 u 3 K  HacTosiLemy
CornatueHuio).

the lists of measurement points and telemetric
communication composition (Annexes 2 and 3
hereto).

3.2.

O6meH TenemeTpuyeckoi uHdopmMaluen Mexay
ruy Fingrid v AU OOY ocywecTenserca B
cornacosaHHom mexay Fingrid u O1Y dopmare.
dopmynsp  cornacoeaHvs  npuéma/nepenavu
AaHHbIX Mexay MUY Fingrid u AL O4Y Cesepo-
3anaga npusegeH B [punoxeHun 4 K
HacToswemy CornalieHuio.

The telemetric information exchange between
Fingrid MGCC and IDO DC is made in the frames
of the format agreed upon between Fingrid and
IDO. The form of the data receipt / transmission
between Fingrid MGCC and North-West IDO DC
is given in Annex 4 hereto.

3.3.

Mpu dopmupoBaHun WHMOPMALWK Ha OCHOBE
pacyeTHbIX AaHHblX, CTOPOHbLI COrMacoBbiBaOT
anropuTMbl  pacyeTa U MHTEerpupoBaHus
napameTpoB.

While forming information on the basis of the
calculated data the Parties shall coordinate the
calculation and parameters integration
algorithms.

3.4.

TenemeTpuyeckom
nepeaasaemoii CTopoHamu, AOMXHbI  GbiTb
AaHHble, cobpaHHble CtopoHamu c
3HeprooObLEeKTOB Ha CBOMX [OCYAapCTBEHHbIX
TEppUTOPHUSIX, NepeyncneHHbix B MpunoxeHusax 2
1 3 k Hacroswemy CornalueHuto.

WHpopmaumen,

The telemetric information to be transmitted by
the Parties should be data collected by the
Parties from the power objects in their state
territories listed in Annexes 2 and 3 hereto.

3.5.

MonyyeHHble CropoHamu OaHHble
TeneMeTpuyeckoih WHdopMauun He rnoanexar
pa3rnallieHuio TPETbUM NUUaM, 3a UCKIKYeHeM
OAO «®CK E3C», ssnsouwero CTopoHOM
MexcuctemHoro gorosopa K CornalieHua no
akcnnyaTtauywuu, rocyAapCTBEHHbIX OpraHoB B
COOTBETCTBWM C UX KOMMETeHUWeid B npepgenax,
YCTaHOB/MEHHbIX 3aKOHOAATENbCTBOM, a Takke B
cnyyae cornacusi Apyroii CTOpOoHbl HacTosALLero
CornaiueHus.

The telemetric information data received by the
Parties shall not be disclosed to the third parties
except for JSC “FGC UES’ being the Party of the
Intersystem Agreement and the Agreement on
operation as well as for the government bodies
acting in accordance with their competence
within the limits set up by the legislation and also
in case of consent of the other Party hereof.

MOPAOOK 3KCMNYATALMW TEXHUYECKUX
CPELCTB OBMEHA WHOOPMALIUEW

PROCEDURE
EXCHANGE
OPERATION

OF THE
TECHNICAL

INFORMATION
EQUIPMENT

4.1.

Fingrid v OQY HasHavaloT L, OTBETCTBEHHbIX
32 KpYrnocyTouHylo  paboTy — TeXHU4EeCKuX
CpeAcTB MexcucTeMHoro obmera uHdgopmauue
B cooreBeTrcTBMM C [lpunoxeHuem S5 K
HacTosawemMy CornalleHuto.

Fingrid and IDO shall appoint the persons
responsible for 24 hours operation of the
intersystem  information exchange technical
equipment in accordance with Annex 5 hereto.

4.2.

MoBpexaeHus,
npodunakTuxa TEeXHUYECKHX cpeacTs
MEeXCUCTEMHOTO obmeHa vHdopmauuei
ohOpPMNAIOTCA 3asiBKamu B COOTBETCTBUM C
pasgenom 8 «OdopmneHune 3aABOK»
CornawieHus no akcnnyarauyuu.

BbIBOO B PEMOHT W

Damages, putting into repair and preventive
maintenance of the intersystem information
exchange technical equipment shall be registered
in the form of applications under the Agreement
on operation, Section 8 “Submitting Applications”.

4.3.

YcTpaHeHWe  NOBPeXAEeHWH,  CBA3aHHbIX  C
NOMHbIM OTKA30M npuema wunu nepegadu
uHdopMaumK, AOMKHO  OCYLUECTBMATbCA B
KpaTyailuve CpoKu.

Removal of damages related to complete
information reception and/or transmission failure
should be made within the shortest possible time.



4.4,

MoBpexaeHue O[HOTO U3 ABYX KaHanos CBA3W
CUNTAETCA CHWKEHWEM pe3epBa u Takke TpebyeT
YCTPaHEHWs MOBPEXAEHUS B KpaTyailume Cpoky.

Damage of one of two communication channels
is considered as reduction of reserve and also
requires removal within the shortest possible
time.

4.5.

ObmeH HeoBXoAMMOW  Ans  aKcnnyarauum
TEXHUYECKUX CPEACTB MeXCUCTeMHoro obmeHa
uHdopmMaumein ] B3anMoeicTaune
cneuywanuctos LY Fingrid u AU O4Y no
BOMnpocam onepaTuBHOM akcnnyartaumu
TEXHUYECKUX CPEeACTB MexcuctemHoro obmeHa
WHGopMaumeid 3a  UCKNIOYEHWEM  Cry4aes,
onucaHHblX B N.4.2., OCyLWecTBNAETCA B
cootBetcTBMM ¢ n. 9.3-9.4 CornaweHus o
aKcnnyaTauuu, C WUCMONb3oBaHUEM KOHTaKTHOW
uHdbopMaumK, ykasaHHoi B lpunoxeHue 5 K
HacTosAwwemy CornalieHuio.

Exchange of information required for operation of
intersystem exchange technical equipment and
interaction of Fingrid MGCC and IDO DC
specialists on the issues of operation of the
intersystem  information exchange technical
equipment except for the cases described in item
4.2 hereof is made in accordance with items 9.3
— 9.4 of the Agreement on operation using the
contact information given in Annex 5 hereto.

4.6.

MpaHuua aKcnnyaTayuoHHOW OTBETCTBEHHOCTU
CtopoH no oObecneyeHuo  KpyrnocyTO4HOM
pa6oTtocnocobHOCTM  CXeMbl  MEXCUCTEMHOro
obmeHa uHdopMmaLrei NPoxXoauT No POCCUIACKO-
(PUHNAHACKON rocyAapCTBEHHON rpaHuLe.

Delimitation of operational responsibility of the
Parties on ensuring 24 hours performance of the
information intersystem exchange scheme lies on
the Russian-Finnish state border.

PA3rPAHUMEHUA
OTBETCTBEHHOCTU
WHOOPMALIMENA

30H

MNP OBMEHE

SEPARATION OF RESPONSIBILITY AREAS
AT THE INFORMATION EXCHANGE

51.

CropoHa, nepejaiollas uHgopmaumio, obszaHa
obecne4nTb dyHKUMOHKpOBaHWE cpencTs
nepeaayv WHdopMaLIu, nomnHoTy n
AOCTOBEPHOCTb NepefaBaemMoii HdopMaLni.

The information transmitting Party shall be
bound to provide functioning of the information
transmission equipment as well as completeness
and reliability of the information.

5.2

CTopoHa, npUHUMaroLLas
obsizaHa  obecneuyntb  YHKLMOHUpOBaHWe
cpeacTe  npuema  uHdopmauvu,  Lenesoe

1CNoNb3oBaHNe NPUHATON MHGOPMALIK.

nHcbopmMaLIo,

The information receiving Party shall be bound to
ensure functioning of the information receipt
equipment, the correct use of the information.

PA3HOITMACUA

DISPUTES

B cnyyae BO3HUKHOBeHUst Mexagy CropoHamu
HacTosLero Cornawexus pasHornacuu,
TakoBble ~ Moanexar  yperynupoBaHww B
cooteeTcTBUKU ¢ pasgenom 10 «PasHornacus»
MesxcucreMHoro goroBsopa.

In case of any disputes arising between the
Parties hereof these disputes are to be regulated
in accordance with the Intersystem Agreement,
Section 10 “Disputes”.

3AKITHOYUTENbHBIE NONOXEHUA

CONCLUSIONS

7.1.

Hacrosiwee CornaweHue BCTynaeT B cuny co
OHA nognucaHus CTopoHamu W AeicTByeT B
TeyeHue cpoka pJeicteua CornaleHuss no
akcnnyarauuu.

The present Agreement comes into force from
the date of its signing by the Parties and shall be
in force for the validity period of the Agreement
on operation.

7.2

MaMmeHeHus W [OMOMHEHWs B  HacToslee
CornalueHue BHOCATCA NO B3aWMHOMY COrnacuto
CTOpOH ¥ OOpMASIOTCA Kak AONONHWUTENbHbIe
cornaweHus. OpHoCTOpOHHEE BHeceHue

All alterations and amendments to the present
Agreement shall be introduced by mutual consent
of the Parties and are drawn up in the form of
Supplement Agreements. Unilateral introduction



7.3.

7.4.

6

M3MEHEHWA W AJononHeHwiA B  HacTosAwee
CornaileHue He AonycKaeTcs.

of the amendments and alterations to this
Agreement shall be deemed inadmissible.

BHeceHWe W3MeHeHWidh W  AononHeHwih B
npunoxenus 1-5 k Hacroswemy CornalieHuio
ocyLjecTeseTcs nyTem oomMeHa ouumancHbIMKU
UcbMamu, MOAMUCAHHLIMA YNONMHOMOYEHHbLIMK
nmuamu OfY u Fingrid, Ge3 odpopmnerus
JONONHUTENbHBIX COrnaleHui K HacTosiiemy
CornatleHuio.

Introduction of any amendments and alterations
to Annexes 1-5 hereto are made by exchanging
formal letters signed by the IDO and Fingrid
authorized persons. In these cases the
Supplement Agreements hereto shall not be
drawn up.

B cnyyae npuHATUS 3aKoHoAATeNbHbIMU UMK
MCNONHUTENLHBIMU opraHamu rocyaapcTe
CTopoH peLUeHMIA, NpPenaTCTBYIOLNX
WCMOMHEHWIO HAcTOSLEro cornalleHus B Lenom
WK OTAENbHbIX ero ycrosuii, CTOpoHbI 06s3aHbl
B MeCsuYMblii CPOK paccMOTPETb COXKUBLUYHOCA
CUTYaLVIO W NPUHATL HEOOXOANMBIE PeLLEHIS.

Should the legislative or executive bodies of the
Parties’ states adopt the decisions contradicting
to the performance of this Agreement in total or
partially the Parties shall be bound to consider
the situation and take the relevant decisions in a
1-month period.

)} 75.

Hu opgHa us
nepegasath  TPETbUM

obnzaHHOCTH, KoTOpble
HacTosAwero CornaleHuns,
cornacus gpyroii CTOPOHbI.

CTOpOH He umeerT npaso
niyam  npasa U
BbITEKaIOT U3

6ea nUCbMEeHHOro

Neither Party shall have the right to transfer its
rights and liabilities hereunder to the third parties
without the written consent of the other Party.

7.8.

Hacrosiwee Cornawexune noanucaHo B 2 (ABYX)
aK3eMnnspax C OAMHaKOBbIM cofepXaHneM Ha
pycckom W aHrnuiickoM fA3blKax, Kaxaas
CrtopoHa nory4aet no OAHOMY 3JK3emnnspy. B
criyyae pacxoxaeHwii npesanupyiollytlo cuny
WMeeT TEeKCT Ha aHrnuiickom s3bike.

The present Agreement is signed in 2 (two)
copies of equal content in the Russian and
English languages, one copy for each Party. In
case of disputes the English version shall prevail.

.CTOPOH

IOPUOVYMECKUE ALPECA W MOANUCUA

LEGAL ADDRESSES AND SIGNATURES OF
THE PARTIES

OAO «CO E3C»

Poccuiickas deaepauus,
109074, r. Mocksa,
Kuraitropoackuit np., 4.7, c1p. 3
web: www.so-ups.ru

MepBbii 3aMecTuTeNb
MNpepcepartens pagneHus

5/%? 5;2 __H.T. Wynbruxos

& 7 PPy s £ 2 5
Qe sl '5*-"‘{

201-.

Fingrid Oyj

Finland,

00100, Helsinki,
Lakkisepantie 21
web: www.fingrid.fi

CEO

TWhb Q’_‘J Ruusunen

/ Jukka Ruusunen
President & CEO

«Z Z » /yﬁt/(/yq A&( 201; I

o
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dopmysip

[Mpunoxenue 4

k CornaieHuio 06 opraHusauny UHGOPMALKOHHOTO 0OMeHa
mexay OAO «CO E3C» u Fingrid OYJ

CcorJIacoBaHus NpHéMa/nepenadn JaHHbIX coraacHo IEC60870-5-101
mexay JI Fingrid u 1 OAY Cesepo-3anaja

BribpatHble apaMeTphl JOKHBI 0TMEYaTLCs CelyIoNMH 3HAKaMHU:
- — ¢yukuus unu ASDU  He UCnonb3yeTcs,
X — pynkuus wii ASDU  ucnoss3yercs B Harnpap/ieHUH Nepe/iaiu, MPUHATOM B CTAaHAAPTE,
R - ¢yukuus win ASDU ucnoss3yercss B 00paTHOM HaNpaBJICHUH;
B — dynkuus unu ASDU  ucrnosib3yercs B CTaHAapTHOM ¥ 00paTHOM HanpaBleHHUsX.
Ipumeuanue. Kpome Toro, nojHas cneudpukarus CHCTEMbl MOKET noTpedoBaTh OCYIECTBICHUA
WHAMBHIYaJIBHOTO BEIGOPA HEKOTOPBIX NAPAMETPOB 15l HEKOTOPBIX 4acTeli CHCTEMBI, TAKMX Kak
WHAMBULYaNbHBIH BEIOOP KO ULMEHTa MaclITAOMPOBaHHs /UI MHAMBUYalbHO aJpeCyeMBbIX 3HA4YEeHUH

U3MEpPAEMBIX BEJIMYHH.

1. YVCTPOMCTBO (cucTemMHblii HapaMeTp - CTATYC KOMILIEKCa).

1. Kontposnupytouas craHuus  (master) -
2. Kontponupyemas craHuus _ (slave) X
2. KOHO®UT'YPALIUSL CETH (napamemp cemu).

1. Touka-Touka (BsiaeneHHslii kanan ITY — KIT) X

kaxxgomy KIT)

2. Muorokparnas Touka-rouka (LITITIC W HezaBHCHMBIE KaHaNbl K -

3. MHoroTo4yeyHas MarucTpaibhas (oauH obwmui kanan I[1Y co Bcemu -
KI1, pazgensemMblii BO BpeMEHH)

4. MuorotoyeuHas 3se3jia (To xe)

3. DU3UYECKHUI YPOBEHD (napamerpbi ceTh).

3nakoM X onpejensercs cKkopocTh 0OMeHa B KaHalle CBA3H.

WUutepdeiic RS 232.

3.1. CkopoctH mepeaauu (HampaBieHUE K KOHTPOIMPYIOUICH CTaHUMH LIIIC wnu

Onpenenﬁe'rca none3oBareiieM U3 OTMEYEHHBIX BO3MOXCHOCTEH.

HecummeTpuunsie HecummeTpHuuHbIe LENH CumMmeTpUYHBIE LIENH
uenu obMeHa. obmeHa. obmeHa.
Uurepdetiic Uutepdeiic V.24/V.28. Hurepdeiic X.24/X.27
V.24/V.28. PekomeHnzyercs npu
Crangapt ckopoctd > 1200 6ut/c
100 6ut/c - 2400 6ut/c - 2400 Gut/c -
200 6ur/c - 4800 6ut/c X 4800 6ut/c -

I1Y).



34

300 6ur/c - 9600 but/c - 9600 buT/c -
600 6ut/c - 19200 6ut/c -
1200 6ut/c - 38400 out/c -
56000 6ut/c -
64000 6ut/c -

3.2. CkopocTu nepega4n (HanpasieHue ynpasienus — k KIT)
Onpejensercs Mojb30BaTeneM U3 OTMEUEHHBIX BO3MOIKHOCTEH.

HecummeTpruHbie HecummeTrpuuHsie Lenu CUMMeTpUYHBIE LIENH

eny obMexa. obmeHa. obmeHa.

Hurepdeiic Uurepdeiic V.24/V .28. HMurepoeiic X.24/X.27

V.24/V.28. Pexomenayercs npu

Cranjapt ckopoctu > 1200 6ut/c

100 Sur/c - 2400 6ut/c - 2400 6ut/c -

200 6ut/c - 4800 6ut/c X 4800 6ur/c -

300 6ut/c - 9600 6ut/c - 9600 6ut/c -

600 6ut/c - 19200 6ut/c -

1200 6ut/c - 38400 6ut/c -
56000 6ut/c -
64000 6ut/c -

4. KAHAJIBHBIM YPOBEHbD (napamerpsi ceTH).

@opmar kagpa FT1.2, ynpansiommii cuMBoil | M Bpemsl OXMAAHMA COOBITHSA (Taiim-ayT)
HCTIOJIb3YHOTCA TOJIBKO B HACTOALLIEM CTaHaapTe.

4.1. Ipoueaypsb! nepeady H aipec KAHAILHOIO YPOBHSA

[Tpouenypsl nepeaayuu
CumMmeTpuuHas nepeaya (banaHcHas nepeaaya) -
Hecummerpuunas (HeGanaHcHas nepeaaya) (JUIs TOMOJIOTHH TOYKA-TOYKA X

A JlpecHOe MNoJie KaHalbHOro YPOBHS
(A — azpec B nepeaBaeMoM Kajipe)

OrcyTcTBYeT (TOJILKO CHMMETpHYHAs Mepesiaya) -
1 Gaiit X
2 Gaiita -
CTpyKTypUpOBaHHbBIH -
HecTpyKkTyp1pOBaHHBIH X

4.2. MakcuMaabHas JanHa kajapa L B 6aiitax moxet Ob1Th 255. B kaHaie cBsA3H nepeJaeTcs L+6

ciyeOHBIX OaidT.
[lo HOrOBOPEHHOCTH MOXHO TMPHHATh MEHbIEE 3HAYEHME MAKCHUMABHOrO KOJMYECTBAa OaMT,
Hanpumep, L=127 6aiir.
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MaxkcumMaJabHas JIHHA KaJpa KonuuecrBo Oaiit.

L <=255

5. IPUKJIAJHOM YPOBEHb.

5.1. PeskuM mepeaudt MHOroGaiTHBIX YMCeN ISl JaHHBIX MPUKJIAJHOTO YPOBHS — MIIa/LIHHA OaiT
nepenaetcs nepsbiM (pexxum 1 1o 1. 4.10 TOCT P MOK 870-5-4).

5.2. IlapamMeTpbl CHCTEMbL.

O6wwmii agpec ASDU
(napamerp, XapaKTepHbIil /Ul CHCTEMBbI)
Opun GaiiT X
JlBa Gaiita -

Anpec 06bexTa MHbOpMaLK
(napaMeTp, XapaKTEepHbIH /15 CHCTEMbI)
Onun 6aiT -
JlBa Gaiita X
Tpu Gaiira -
CTpyKTYpUpOBaHHBIH -
HecTpyKTyp1pOBaHHBIN X

[TprunHel nepeaayu
(napameTp, XapaKkTepHblii LISl CUCTEMbI)
Opul 6aiT X
JIBa Gaiita (¢ HaYaNbHBIM -
aJipecom)

A nipec 06bexTa uHbOpMaLK
(/1pa Gaiita)

20001 (yroboit)
40001 (nmro6oit)
50001 (;moboit)

A npec nepsoro TC
Anpec nepsoro TH
Appec nepsoro TY

5.3. BeiGop crangapTaeix ASDU.
5.3.1.Mndopmanus o npouecce B HANpaBJIeHUM KOHTponupyrowe# craduuu - ITY nim LITITIC -
(napamemp, xapaxmepruviii 015 cmanyuu). Ormedaercs 3uakamu X, R, B.

TUIT BJIOKA  JTAHHBIX Pexxum [Tpu-
MCTIONB3. Meu.
6110Ka
1 2 3 4
<1> = OgnoburHas uadopmauus B 6aiite (TC) M SP NA 1 X
<2>:=0pnobutHas uHdopmauus B Gaiire (TC) c| M SP TA 1 -
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MeTKOii BpemenH (3 Gaiita)

<3>:= JIpyxanemMeHTHas HHPOpMaLHs M _DP_NA I
<4>:= JIpyxanemeHTHas HH(OpMaLMA C METKOH BPEMEHH M DP TA 1
<5> := UndopMauus o nojaoxKeHnn OTracK M ST NA 1
TpaHcgopmaropa

<6> = Undopmauus o MoJ0KEHHHN OTNACK M ST TA 1
TpaHcopmaropa ¢ MeTKoi Bpemenu (3 Gaiita)

<7> := Crpoka u3 32 6ur (4 6aiita TC) M BO NA 1
<8> := Crpoka u3 32 6ur (4 Gaiita TC) ¢ merkoii | M _BO_TA_lI
BpeMenH (3 Gaiita)

<9> := 3uauenue  usMepsiemoii  BenuuuHel, | M_ME_NA 1
HOpMalM30BaHHOE 3Ha4YeHHe (2 Oaiita)

<10>:= 3HaueHue u3MepsaeMoi genuuune, | M_ME_TA 1
HOpMaJM30BaHHOe 3HaveHuWe (2 OGaiita) ¢ MeTKOH

Bpemen# (3 Gaiita)

<ll>= 3HayeHue u3MepsemMoi genuumbbl, | M_ME ND 1
MacutabupoBaHHOe 3HaueHue (2 Gaiita)

<12>:= 3HayeHue H3MepseMoi senuuunsl, | M_ME_TB_1
MaciTabupoBaHHoe 3HaueHue (2 OGaiita) C METKO#H

BpeMmenH (3 Gaiita)

<13>:= 3naueHue u3MepsAeMoil BenuuuHbl, kopoTkuit | M_ME _NC |1
dopmar ¢ ruiaBaroLei 3anaToi (4 Gaira)

<14>:= 3naueHue u3Mepsemoit BenuuuHbl, kopotkuit | M_ME_TC 1
dopmar ¢ muasarouleil 3anatoi (4 Oakra) ¢ MeTKOH

BpemeHnHu (3 Gaiita)

<15>:= TIlokazanus cueruukoB B jBouuHoM koge | M_IT NA_I
(MHTErpajibHBIE CYyMMBbI)

<16>:= [IlokasaHus CYETUYHKOB B JBOMYHOM KOJE M_IT TA 1
(uHTErpanbHble CyMMBI) C METKOM BpemeHH (3 Oaiita)

<17>:= Pa6ota ycrpoiicTs peseiitoii 3amutsl ¢ meTkoid | M_EP_TA 1
Bpemeni (3 Oaiita)

<18>:=Mudopmauus o cpaGarsiBanun yctpoiicts | M_EP_TB_1
peneiiHol 3awMTEl MO pasHbIM (azam € MeTKOH

BpemeHnu (3 Haiita)

<19>:=Mndopmauua o cpaGarsiBanuu Bbixoaueix | M _EP_TC_l
Lenel peNeiiHOM 3aluThl M0 PasHbIM (a3aM ¢ METKOH

BpemenH (3 Gaiita)

<20>:=YnakosauHas uHpopmauus o cocrosHnu 16| M_PS NA 1
JIUCKPETHBIX OOBEKTOB C WHAMBHYAIbHBIM YKa3aHUEM

M3MEHEHHsl COCTOSHHS

LI>= 3HaueHue H3MepAeMOit senuuunbl, | M_ME ND_1
HOpManu30BaHHOe 3HauyeHue (2 Oalita) 6e3 omucarens

Ka4yecTBa

<30>:=0pnobutHas undopmauus B Oaiite (TC) ¢ M SP_TB_1
meTKo# BpemenH (7 6aiit)

<32> = Uudopmaius o NojoNKEeHHUH OTHaeK M _ST TB_I
TpaHcdopmaTopa ¢ MeTKoi Bpemenu (7 6air)

<33> = Crpoka u3 32 6ur (4 6Gaiira TC) ¢ merxoii | M_BO_TB_l

BpemeHH (7 6aiiT)
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<34>:= 3HaueHue M3MepSIEeMOi seauunnsl, | M_ME TD_1 -
HOpMalM30BaHHOE 3HaueHue (2 Oaiita) ¢ MeTKOH
spemenu (7 H6aiit)

<35>:= 3HayeHue u3MepsaeMoHn sennuubel, | M _ME TE_1 -
macutabupoBaHHoe 3HaueHue (2 Oaiita) ¢ MeTKoH
Bpemenu (7 6aiT)

<36>:= 3uaueHMe u3Mepsemoil BenuuuHbl, koportkuit | M_ME_TF_| -
dopmar ¢ mnasarouieii 3anaTod (4 Oaita) ¢ MeTKoH
BpemenH (7 Baiit)

<37>:= IlokazaHud CYETYHKOB B J[IBOMYHOM KOJ€ M_IT TB 1 -
(MHTErpanbHble CYMMBI) C BpeMeHHO#H MeTKoH (7 6aiiT).
<38>:= PaGoTa ycTpo#icTB peneiinoii sawutei ¢ metkoit | M_EP_TD_1 -
Bpemen# (7 Gaiir)

<39>:= Wudopmauma o cpabareiBanun yctpoiicts | M _EP_TE I -
peneiiHON 3amMTEl MO pasHeIM (aszaMm C METKOH
BpemeHH (7 baiit)
<40>:= Hudopmauus o cpabaTblBAHWKM BHIXOIHBIX M _EP_TF 1 -
Lieneii peneiHoi 3amuThl Mo pasHeiM (Baszam ¢ MeTKOH
BpemeHH (7 6aiiT)

5.3.2. Komauabl ynpaBjiewus B HanpaBieHud KoHtponupyemod cranuuu (KII) (napamempet,
xapaxkmepmule O/isk CMAHYUL).

1 2 3 4
<45>:= KomaHja TejeynpaBieHH. C SC NA 1 -
<47>:= KomaHia noiaroBoro peryjiMpoBaHusi. C RC NA 1 -
<48>:= Komania ycraBku, Hopmanusosantoe 3Hauenne | C _SE NA_1 X
2 Gaiita
<49>:= Komanma YCTaBKM, MacluTabMpOBaHHOE C SE NB 1 -
3HayeHue 2 Oaiita
<50>:= Komanga ycraBku, KOpoTKui ¢opmar ¢ C SE NC 1 -
niasatoieii 3anaroi 4 6aiTa
5.3.3. Cucremuas nHdgopmanus B HanpaBieHUH KOHTPOJIMPYIOILEH CTAHINH
1 2 3 4
<70>:= OkoHuanue uuunuanusauu Kl M EI NA 1 X

5.3.4. CucreMHas HHGOPMALMS B HATIPABJICHUN KOHTPOTUPYEMOH CTaHLMK (napamemp, XapaxkmepHuiil
OnsL cmaHyuu)

1 2 3 4
<100>:= Komanpa ornpoca C IC NA 1 X
<101>:= KomMaHia onpoca C4eT4uKoB C CI NA 1 -
<102>:= KomaHn1a 4yTeHH C RD NA 1 -
<103>:= KoMaH1a CHHXpOHH3aLlMH1 YacoB C CS NA 1 X
<104>:= TecToBasg KoMaH/1a C TS NB 1 -
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<105>:= Komanaa ycraHoBku npouecca B ucxomnoe | C_RP NC_I -
COCTOSIHME

5.3.5. IlapameTpbl B HAMPABJIEHUH KOHTPOJIMPYEMON CTaHLMNU (napamempbl, XapakmepHble onst

cmanyuy).

1 2 3 4
<110>:=  Tlapamerp usmepsemoiit  Benuuuusl, | P_ME NA 1 -
HOpMAJIW30BaHHOE 3HaYeHHE
<111>=  T[lapamverp  usmepsiemoii  Bemuuunbi, | P ME NB_lI -

MaclTabupoBaHHOE 3HAYEHHE

<112>:= Tapametp u3mepseMoii BenuunHsl, koporkuit | P_ME NC_I -
(dopmar ¢ ruIaBarollen 3ansiToun

<113>:= AxTuBauus napameTpa P AC NA 1 -

5.3.6. Ilepecblika aiiios.

<120>:= ®aiin rotos

<121>:= Cekuus roTosa

1|}
w|wn(
[OWFUM
ZIZ[E
>\ > >

<122>:;= BhI30B JupeKTopud, BbIOOp (haiina, BBI3OB
daiina, BbI30B CEKLIMU

<123>:=lNocneaHss ceKUus, MOCAeAHNUNA CErMEHT

|
> =
l'-nw
Z\|Z
>

<124>:= [ToarBepxaeHue npuema (aiina,
MOATBEPHK/ICHUE NPUEMA CEKLIMH

<125>:=CerMeHT

™

W
S8
-z
>\

<126>:= JlupekTopus

5.4 OcHoBHBIE NPHK/IAAHbIE QYHKIHH.

1 HebanaHcHbIi
peXUM

V nanennas uauimanusauus Kl

I_lHK.I'lH‘-Ie(JKaﬂ rnepenava JaHHbIX

IMpoueaypa uTeHus (3anpoca) JaHHbIX

Cnopa,unqecxaﬂ repejaya npy U3MEHEHUM JaHHBIX

Ilepenaya ognoro 6ura TC B Oaiite

EA Pl B P ot

Ilepenaya aByx 6ut TC B Gaiite

[TowaroBoe ynpasJieHue MON0XKEHUeM 0Traek TpaHchopMaTopoB -

Crpoka 32 6uta .

l/lsmepnemaﬂ BE€JIMYMHA, HOPMAJIM30BAHHOE 3HAYEHHE

W3mepsieMasi BeJIMUMHA, MaclITaOMpOBaHHOE 3HAYECHHE -

UsmepsieMasi BeJIMYMHA, KOPOTKMA ¢dopmar ¢ MiaBalolled 3ansaTou -
3Ha4YECHHE

OGuwuii orpoc (MapaMeTp, XapaKTePHbIH JUIsi CHCTEMBbI WM CTAHLMH) X

3anpoc rpynnsi | =

3anpoc rpynmnsi 2 -
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3anpoc rpynmnel 3

3anpoc rpynnsl 4

3anpoc rpynmsl 5

3anpoc rpynisl 6

3anpoc rpynmnsl 7

3anpoc rpynnsl 8

3anpoc rpynmsl 9

3anpoc rpynnsl 10

3anpoc rpynmnei 11

3anpoc rpynmbl 12

3anpoc rpynnsl 13

3anpoc rpynisl 14

3anpoc rpynnsl 15

3anpoc rpynnsl 16

CHHXpOHM3a11A

CHUHXpOHM3ALKA YacoB

[Teperaya KoMaH/bI
(napamerp, XapaKTepHblii 11 06beKTa)

HenocpencTBeHHas nepejaya KOMaH/bl TeJeynpaBieHus (BbiMONHAEMAas
cpasy)

HenocpeacTBeHHast (BbINONHAEMas Cpasy) KOMaH/1a yCTaBKu

Komanja TeneynpasieHusi ¢ BbIOOPOM M WUCMOJHEHHEM (BBINOJHSACTCA B
[Ba JTarna)

KomaH/1a ycTaBKH ¢ BLIGOPOM M MCIIOIHEHHEM (BBINOHAETCS B /1Ba Tara)

KopoTkuii uMIysibC (ATHTEIBHOCT UMITYJIbCa ONPEEAETCS apaMeTpamMu
na KII)

JUTMHHBIA UMIYIbC (AIMTENbHOCTD UMITYJIbCA OTIPE/IENAETCA NapamMmeTpamMu
na KII)

[TocToAHHBIH BEIXOJ

l'lepenat!a HHTETPalbHbIX CYMM

Pexxum A: MECTHOe yrpapjieHue 3allOMUHAHMEM MOKa3aHHWH CYETYMKa (CO
copocom/
Ge3 cOpoca), criopaauyeckas nepeaaya

Pexxum B: MectHoe ynpapieHHe 3aOMUHAHHEM [10Ka3aHMH cueTyuka (co
cOpocom/
6e3 cOpoca), mepenaya mo obliuel KomaHje oOmpoca WM Onpoca Mo
rpynmnam

Pexxcum C: nepuojuyeckoe yNpapiieHHe 3allOMUHAHHWEM MOKa3aHuH
cueryuka (co copocom/ Ge3 cObpoca) Mo KOmMaHjJe onpoca U nepejaya no
0011ieil KOMaH/ie Onpoca WK 01poca rpykl

Pexxum D: ynpaneHue 3afoMHHaHWeM IOKasaHuil cueryuka (o
cbpocom/6e3 cbpoca), criopajuueckas nepenaqa

3anpoc (YTeHHE) MOKA3aHMI CUETUHKA

3anoMuHaHKe NoKasaHuii cuerynka 6e3 cbpoca

3anoMuHaHKE MOKa3aHUWi cueTyrKa co copocom
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CueTYMK YCTaHABJIMBAETCS B UCXO/HOE COCTOsAHUE (COpOC cueTuuKa )

O01muii 3anpoc cYETYMKOB

3anpoc CYeTYUKOB rpynnsi |

3anpoc cYeTYMKOB TPkl 2

3anpoc CYSTYMKOB IpyInsl 3

3anpoc CYSTYMKOB Ipymnbl 4

TectoBas npoueaypa

Onpe,uene:-l He BEJIMYHHBI 3aJ€PKKU Nepeaavu

®onosoe ckanuposanue (Backrground scan)

3arpy3ka napamerpoB

HebanaHcHbli
PeXUM

IToporosoe 3Ha4eHHE BeJIMYHHBI (anepTypa)

KoadduuueHT criaxubaHus

HuokHuii nipefien 3HaYeHUs U3MEPAEMOi BEJIMUMHBI

BepxHuii npejien 3HaueHus U3MEPAEMOI BeTMYMHBI

AKTHBaLMA/IeaKTUBALMA LMKIHYECKOH WM TIEPUOJMUYECKON mepeaain
aJlpecOBaHHBIX OOBEKTOB

Iepechiika daiizioB B HAaNPaBJCHHH KOHTPOJIHPYIOLIeH CTAHIMH:

Heb6anaucHbBIR
PEHKUM

[lepecsinka aiina

Ilepeaua JaHHBIX O paboTe pesieiHON 3alUThI

[Tepeiaua JaHHbIX O MOC/IENOBATENLHOCTH COOBITHI

l'[epe;laqa apXHBHBIX JAHHBIX aHAJIOTOBbLIX BEJIMYHWH

Ilepeaaua ¢aiiioB B HANPaBJIeHHH KOHTPOJIHPYeMOH CTAHLIHH:

I[Tepenaua daiina
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Annex 4

to Agreement on arrangement of data exchange
between “SO UPS” JSC and Fingrid OYJ

Form
of data reception/transmission between Fingrid MGCC and North-West IDO
in accordance with IEC60870-5-101

Selected parameters should be marked by the following symbols:
- — function or ASDU is not used;
X — function or ASDU is used in the transmission direction stipulated by the standard,;
R — function or ASDU is used in return direction;
B — function or ASDU is used in standard and return directions.
Note. Besides, complete specification of the system may require individual choice of some
parameters for some parts of the system such as individual choice of scale factor for individually addressed

values of the measurable quantities.

1. EQUIPMENT (system parameter — complex status).
1. Controlling station  (master) -

2. Controlled station  (slave) X
2. NETWORK CONFIGURATION (network parameter).

1. Point-to-point (separated channel FEP — RTU) X
2. Multiple point-to-point (Smart-FEP and independent channels to -
each RTU)

3. Multipoint main line (one common channel FEP with all RTU, time -
separable)

4. Multipoint star (same) -

3. PHYSICAL LEVEL (network parameters).

By X the data exchange rate in the communication channel is defined.

Interface RS 232,

3.1. Transmission rate (traffic speed) (direction towards the controlling station Smart-FEP or
FEP). Defined by the user out of the indicated options.

Asymmetric exchange Asymmetric exchange Symmetric exchange
circuits. circuits. circuits.
Interface V.24/V.28. Interface V.24/V.28. Interface X.24/X.27

Standard Recommended at speed
(rate) > 1200 bit/s
100 bit/s - 2400 bit/s - 2400 bit/s -
200 bit/s - 4800 bit/s X 4800 bit/s -
300 bit/s - 9600 bit/s - 9600 bit/s -
600 bit/s - 19200 bit/s -
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1200 bit/s - 38400 bit/s -
56000 bit/s -
64000 bit/s -

3.2. Transmission rate (traffic speed) (control direction — towards RTU)
Defined by the user out of the indicated options.

Asymmetric exchange Asymmetric exchange Symmetric exchange

circuits. circuits. circuits.

Interface V.24/V.28. Interface V.24/V .28. Interface X.24/X.27

Standard Recommended at rate

(speed) > 1200 bit/s

100 bit/s - 2400 bit/s - 2400 bit/s -

200 bit/s - 4800 bit/s X 4800 bit/s -

300 bit/s - 9600 bit/s - 9600 bit/s -

600 bit/s - 19200 bit/s -

1200 bit/s - 38400 bit/s -
56000 bit/s -
64000 bit/s -

4. CHANNEL LEVEL (network parameters).

FT1.2 frame format, control symbol 1 and the events expectation time (time-out) are used in the
present standard only.

4.1. Transmission procedures and the channel level address

Transmission procedures
Symmetric transmission (balanced transmission) -
Asymmetric (Imbalanced transmission) (for “point-to-point” topology) X

Destination field of the channel level
(A — destination in the transmitted frame)

Missing (symmetric transmission only) -
1 byte X
2 bytes %
Structured -
Unstructured X

4.2. Maximum frame length L in bytes may be 255. In the communication channel L + 6
ciyxe6HbIX bytes are transmitted.
If agreed, lesser value of the maximum byte quantity (amount) can be accepted, e.g. L=127 OaiiT.

| Maximum frame length \ Number of bytes l
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<=255

L

5. APPLIED LEVEL.

5.1. The multibyte digits transmission regime for the applied level data: the lower byte is
transmitted first (regime 1 under item 4.10 IEC 60870-5-4).

5.2. System parameters.

Common address ASDU
(parameter, characteristic of the system)
One byte X
Two bytes -
Information object address
(parameter, characteristic of the system)
One byte -
Two bytes X
Three bytes -
Structured -
Unstructured X

Transmission reasons
(parameter, characteristic of the system)
One byte X
Two bytes (with initial address) -

Information object address
(Two bytes)

First TS address

20001 (any)

First TM address

40001 (any)

First telecontrol address

50001 (any)

5.3. Standard ASDU selection.

5.3.1.Information on the process towards the controlling station - FEP or Smart-FEP - (parameter,
characteristic of the station). Marked by symbols X, R, B.

TYPE of DATA BLOCK Regime of | Note
the block
usage
1 2 3 4

<1> := Bit cell information in byte (TS) M SP NA 1 X

<2>=Bit cell information in byte (TS) with time mark | M_SP_TA_l -

(3 bytes)

<3>:= Double element information M _DP NA I X

<4>:= Double element information with time mark M_DP_TA_1 =
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<5> = Information on transformer taps location M ST NA |
<6> := Information on transformer taps location with | M_ST_TA_l
time mark (3 bytes)

<7> := Bit string of 32 bits (4 bytes TS) M BO NA |
<8> := Bit string of 32 bits (4 bytes TS) with time mark | M_BO_TA_1
(3 bytes)

<9> = Value of the measurable quantity, normalized | M_ME_NA 1
value (2 bytes)

<10>:= Value of the measurable quantity, normalized | M_ME_TA 1
value (2 bytes) with time mark (3 bytes)

<]1>:= Value of the measurable quantity, scale value 2 | M_ME_ND_1
bytes)

<12>:= Value of the measurable quantity, scale| M_ME_TB_lI
meaning (2 bytes) with time mark (3 bytes)

<13>:= Value of the measurable quantity, short format | M_ME_NC 1
with floating point (4 bytes)

<14>:= Value of the measurable quantity, short format | M_ME_TC 1
with floating point (4 bytes) with time mark (3 bytes)

<15>:= Meters readings in binary code (integral sums) M IT NA 1
<16>:= Meters readings in binary code (integral sums) M IT TA 1
with time mark (3 bytes)

<17>:= Operation of relay protection devices with time | M_EP_TA_I
mark (3 bytes)

<18>:=Information on relay devices operation on| M_EP_TB I
different phases with time mark (3 bytes)

<19>:=Information on relay protection output circuits | M_EP_TC_I
on different phases with time mark (3 bytes)

<20>:=Packed information on the state of 16 discrete | M_PS_NA 1
objects with individual indication of the state change

<21>:= Value of measurable quantity, normalized value | M_ME_ND _1
(2 bytes) without quality describer

<30>:=Bit cell information in the byte (TS) with time | M_SP _TB_I
mark (7 bytes)

<32> := Information on transformer taps location with | M_ST TB_I
time mark (7 bytes)

<33> := Bit string of 32 bits (4 bytes TS) with time | M_BO_TB_1
mark (7 bytes)

<34>:= Value of the measurable quantity, normalized | M_ME_TD_1
value (2 bytes) with time mark (7 bytes)

<35>:= Value of the measurable quantity, scale value 2 | M_ME_TE I
bytes) with time mark (7 bytes)

<36>:= Value of the measurable quantity, short format | M_ME_TF _1
with floating point (4 bytes) with time mark (7 bytes)

<37>:= Meters readings in binary code (integral sums) M_IT_TB_1
with time mark (7 bytes).

<38>:= Operation of relay protection devices with time | M_EP_TD_1
mark (7 bytes)

<39>:= Information on relay protection devices| M EP_TE 1
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operation on different phases with time mark (7 bytes)

<40>:= Information on relay protection output circuits
on different phases with time mark (7 bytes)

M _EP_TF_1

1 2 3 4
<45>:= Telecontrol command C SC NA 1 -
<47>:= Stepwise regulation command C RC NA 1 -
<48>:= Setting (set point) command, normalized value | C_SE NA_|I X
2 bytes
<49>:= Setting (set point) command, scale value 2| C_SE _NB_I -
bytes
<50>:= Setting (set point) command, short format with C SE NC 1 -
floating point 4 bytes
5.3.3. System information towards the controlling station
1 2 3 4
<70>:= KI1 initialization completion M EI NA 1 X
4. System information towards the controlled station (parameter, characteristic of the station)
1 2 3 4
<100>:= Polling command C IC NA 1 X
<101>:= Meters polling command C CILNA 1 -
<102>:= Reading command C RD NA 1 -
<103>:= Watches synchronization command C CS NA 1 X
<104>:= Test command C TS NB 1 -
<105>:= Process putting to the initial stage command C RP NC 1 -
5.3.5. Parameters towards the controlled station (parameters, characteristic of the station).
1 2 3 4
<110>:= Measurable quantity parameter, normalized | P_ME_NA_1 -
value
<111>:= Measurable quantity parameter, scale value P ME NB 1 -
<112>= Measurable quantity parameter, short format | P_ME NC_lI -
with floating point
<113>:= Parameter activation P AC NA 1 -
5.3.6. Files transfer.
1 2 3 4
<120>:= File is ready F FR_NA 1 -
<]21>:= Section is ready F SR NA 1 E
<122>:= Directory query, file selection, file query, F SC NA 1 -
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section query

<123>:= Last section, last segment F LS NA 1 -
<124>:= File reception acknowledgement, section F AF NA 1 -
reception acknowledgement

<125>:=Segment F SG NA 1 -
<126>:= Directory F DR TA 1 E

5.4 Main applied functions.

Imbalance
regime

FEP remote initialization

Cycled data transfer

Data reading (query) procedure

Sporadic transfer at data changing

Transfer of one bit TS in a byte

Transfer of two bits TS in a byte

P P P E e

Stepwise control of transformers taps location

Bit string 32 bits

Measurable quantity, normalized value

Measurable quantity, scale value

Measurable quantity, short format with floating point value

General inquiry (parameter, characteristic of system or station)

Inquiry of group 1

Inquiry of group 2

Inquiry of group 3

Inquiry of group 4

Inquiry of group 35

Inquiry of group 6

Inquiry of group 7

Inquiry of group 8

Inquiry of group 9

Inquiry of group 10

Inquiry of group 11

Inquiry of group 12

Inquiry of group 13

Inquiry of group 14

Inquiry of group 15

Inquiry of group 16

Synchronization

Time synchronization

Command transmission
(parameter, characteristic of project)

Immediate transmission of telemetry command (executable instantly)

Immediate (executable instantly) setting command
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Telemetry command with selection and implementation (executable in two
stages)

Setting command with selection and implementation (executable in two
stages)

Short impulse (impulse duration definable by parameters at RTU)

Long impulse (impulse length is determined by parameters at RTU)

Constant exit

Integral sums transmission

Regime A: local control by meter readings storage (with clearing/
without clearing), sporadic transmission

Regime B: local control by meter readings storage (with clearing/without
clearing), communication at the common inquiry command or group
inquiry

Regime C: periodic control by meter readings storage (with clearing/
without clearing) at the inquiry command and communication under
common inquiry command or group inquiry

Regime D: control by storage of meter readings (with clearing/without
clearing), sporadic communication

Meter readings inquiry (reading)

Meter readings storage without clearing

Meter readings storage with clearing

Meter is set in the initial position (meter clearing)

Common inquiry of the meters

Inquiry of group 1 meters

Inquiry of group 2 meters

Inquiry of group 3 meters

Inquiry of group 4 meters

Test procedure

Communication delay amount determination

Background scan

Parameters loading Imbalance
regime

Quantity threshold value (aperture) -

Smoothing factor

Lower range value of the measurable quantity

Upper range value of the measurable quantity

Activation/deactivate of cycled or periodic communication of the addressed -

objects

Files transfer towards the controlling station: Imbalance
regime

File transfer

Data transfer on relay protection operation

Data transfer on sequence of events

Transfer of analogue quantities archive data

Files transfer towards the controlled station:

File communication
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